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Introduction
This manual is designed for administrators of Continent Enterprise Firewall Enterprise Firewall, Version 4
(hereinafter — Continent).
This document contains links to documents [1] – [5].
Website. Information about SECURITY CODE LLC products can be found on https://www.securitycode.ru.
Technical support. You can contact technical support by phone: +7 800 505 30 20 or by email:
support@securitycode.ru.
Training. You can learn more about hardware and software products of SECURITY CODE LLC in authorized
education centers. The list of the centers and information about learning environment can be found on
https://www.securitycode.ru/company/education/training-courses/.
You can contact a company's representative for more information about trainings by email:
education@securitycode.ru.
Version 4.1.7 — Released on December 5th, 2023.
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Chapter 1
VPN concept
VPN makes it possible to combine LANs, their segments or standalone workstations of a company into a single
secure virtual network. The transition from a distributed LAN to a VPN helps you reduce the maintenance costs.
However, the creation of a VPN over a public network requires extra protection measures from unauthorized
access for corporate information resources.

VPN tunnel
Using Continent VPN, you can create secure channels (tunnels) between two Security Gateways. Each Security
Gateway that acts as the Firewall protects a LAN or a network segment. When traffic is transferred from one
protected network to another one, it is encrypted before getting into the tunnel and decrypted after getting out of
the tunnel.
In the figure below, there are two LANs. Each of them has its own Continent Security Gateway. They are
connected using public data networks (for example, via the Internet).

Hosts of the A and B LANs exchange data using a tunnel between Security Gateways:
1. The Security Gateways are connected to each other and create a tunnel.
2. The A host sends packets to the B host.
3. The A Security Gateway encrypts the packets and sends them through the tunnel.
4. The B Security Gateway decrypts the packets and sends the packets to the destination host.
5. The B host receives the decrypted data.
Packets are transferred backwards in the same way — when the B host starts to exchange data with the A host.
The packet encryption prevents unauthorized access when a third party intercepts it.
A VPN tunnel does not impose any additional requirements on the A and B users. Applications on their computers
keep generating packets with respective source and destination addresses as usual. Security Gateways perform
all operations for encrypting, encapsulating and transferring packets.
Encrypted data is transferred only within the tunnel between two Security Gateways. A host and a Security
Gateway exchange unencrypted data.
One Security Gateway can maintain more than one tunnel at the same time and each tunnel can support more
than one connection.

© SECURITY CODE LLC

7Continent Enterprise Firewall. Version 4.
Administrator guide. VPN



Encryption
In Continent, VPN uses symmetric-key cryptography. A connection between Security Gateways is based on the
shared secret key mechanism. Each IP packet is encrypted using one packet encryption key based on a shared
secret key.
Data encryption meets GOST R 34.12- 2018 (Magma) requirements in Cipher Feedback Mode. Message
authentication meets GOST R 34.12-2018 (Magma) requirements using a message authentication code.

Topology
You can create VPN tunnels between Continent Security Gateways and build a single VPN with the star or full-
mesh topology.
In full-mesh, tunnels are created for each Security Gateway pair.
In star, there is a central Security Gateway. Other Security Gateways can be connected only to the central one.

You can see the mixed use of base topologies in the figure below.

The 1 and 2 Security Gateways form a full-mesh VPN segment, but the both are the central Security Gateways in
the star segments.

Firewall
Continent Security Gateways can also operate as a firewall.
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For VPN, the Firewall policy describes the following:
• WAN interfaces;
• LAN interfaces;
• VPN operation schedule;
• types of transferred data.
For traffic to pass correctly, you must specify Firewall rules passing traffic on Security Gateways. For more
information, see [2].

Licenses
For proper operation, VPN requires valid licenses linked to all Continent Security Gateways transferring traffic.
The preinstalled demo license is valid for 14 days and allows you to use L3VPN and L2VPN, and the Access Server
with two connections.
For more information, see [1].
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Chapter 2
VPN deployment
An example of a corporate VPN connecting its headquarters with two branches is in the figure below.

The VPN contains the following components:
• Security Gateways SG-1, SG-2 and SG-3;
• Security Management Server deployed in a protected LAN of the headquarters;
• Configuration Manager installed on the administrator's computer in the protected LAN of the headquarters.
The following IP addresses will be used in the following examples:
SG-1

Interface IP address/Mask

Internal 10.1.1.1/24

External 20.1.1.1/24

SG-2

Interface IP address/Mask

Internal 10.2.1.1/24

External 30.1.1.1/24

SG-3

Interface IP address/Mask

Internal 10.3.1.1/24

External 40.1.1.1/24

VPN deployment procedures
Deployment of a VPN consists of the following steps:
1. Create Security Management Server objects (see below).
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2. Configure Security Gateway interfaces (see p. 13).
3. Create Firewall rules (see p. 16).
4. Create a VPN based on the required topology (see p. 17).
5. Check the operability of the configured VPN channels (see p. 19).

Create Security Management Server objects
To create a VPN, you need to create routes and Firewall rules passing traffic within protected networks. Routes
and Firewall rules use Security Management Server objects such as Security Gateways and network objects (see
detailed information in [2]).

Security Gateways
You create Security Gateways when deploying Continent (see [1]). You can see the list of created Security
Gateways in Structure of the Configuration Manager and also in an additional area in VPN.
See the list of Security Gateways used in VPN configuration on p. 10.

Note.
When working with lists, the Configuration Manager provides a search for the required list item. The search can be performed by attributes of the
element (Security Management Server object, interface, filtering rule, etc.). To do this, enter the attribute value or its part in the Search field and press
<Enter>. Also, you can enter logical expressions containing and, or, not, () in the Search field.

To view or configure Security Gateway parameters:

1. Right-click the required Security Gateway in the list and select Properties.
The respective dialog box appears as in the figure below.
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On the left, there is a menu. On the right, you can see the parameters according to the selected menu item.
To read about parameters of Security Gateway networking functions, see [3].

2. In the Components group box, select Firewall and L3VPN.
To read about configuration of VPN parameters, see the following chapter.

3. Click OK and save the configuration.

Network objects
For traffic to pass from one LAN to another, you need to create three Network objects:
• headquarters;
• branch 1;
• branch 2.
You also need to create an All_Net group of network objects that includes all the Network objects.
The procedures for creating and configuring network objects are described in [2].

To view the list of network objects:

• In the Configuration Manager, go to VPN.
The list of network objects appears at the bottom of the display area.

You can see the list of all the network objects mentioned previously in the figure below.
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All_Net includes all the Network objects.

Configure interfaces
Attention!
Network interface names provided in the examples or in the pictures may not coincide with the real ones and may vary depending on the Security
Gateway platform.

You must configure interfaces for each Security Gateway.

To configure interfaces:

1. In the Configuration Manager, go to Structure.
The list of Security Gateways appears in the display area. In the table below, you can see descriptions of the
Security Gateways shown in the figure on p. 10

Security Gateway Description

SG-1 Security Gateway 1 in the headquarters

SG-2 Security Gateway 2 in branch 1

SG-3 Security Gateway 3 in branch 2

2. Right-click the required Security Gateway (for example SG-1) and select Properties.
The respective dialog box appears.
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3. On the left, select Interfaces.
The list of Security Gateway interfaces appears.

It displays information sent to the Security Management Server after the Security Gateway initialization.
If the interface parameters have not been configured, the parameters will be set by default (see the figure
above). The parameters will be set by default (see the figure above).

4. Specify the topology of the used interfaces. Place the cursor in the Topology field of the required interface
and click the pop-up button.
The Topology window appears.

5. In the Purpose drop-down list, select the interface purpose and click OK.
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The Topology window will close and the selected value will appear in the field.
6. Specify the IP address and the mask. To do so, select the required cell and select or specify the required value.

7. Specify the purpose of the used interfaces (Internal or External) and their IP addresses for the second
interface.
The following parameters must correspond to the configuration of SG-1:

Interface Topology Address/Mask

ge-0-0 Internal 10.1.1.1/24

ge-1-0 External 20.1.1.1/24

8. If necessary, specify other parameters set by default:
• MTU;
• DF bit (see [5], Configure DF bit);
In the Parameters field, the procedures for configuring other parameters described in[5] can be started.

9. Click OK.
The properties window closes.

10.Repeat all previous steps for SG-2 and SG-3 according to the information on p. 10.

11.Save the changes by clicking in the top left corner of the Configuration Manager.
For the model scheme on p. 10, the following interface parameters of Security Gateways are in use:
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SG-1

SG-2

SG-3

Firewall rules
For traffic to pass from one protected VLAN to another one, you need to create respective Firewall rules using the
Configuration Manager. The created rules are stored in the Security Management Server database as a list.
After you install a policy, the Firewall rules are installed on the selected Security Gateways and define the gateway
reaction against certain IP packets.
By default, Security Gateways do not pass any IP packets until the administrator has created Firewall rules and
installed policies on Security Gateways using the Configuration Manager.
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Create a Firewall rule
You can use already created objects of the Security Management Server to create Firewall rules or create them
while creating a rule.
To provide communication between hosts of protected networks in headquarters and branches, you need to install
a rule passing traffic between the protected networks on each Security Gateway (1–3).
For more information about the creation and application of Firewall rules, see [2].
An example of creating a rule passing traffic is shown in the following procedure, where All_Net contains network
objects of the headquarters and branches 1 and 2. All_Net is also considered the source and destination.

To create a Firewall rule:

1. In the Configuration Manager, go to Access control and select Firewall on the navigation panel.
The list of Firewall rules appears in the display area.

Note.
If you have not created rules, the list will be empty.

2. On the toolbar, click the required button in the Create group. If the list is empty, click any button.

Note.
You can also select the required command by right-clicking the display area.

The created rule appears in the display area.

3. Set the following parameters:
• Source: All_Net;
• Destination: All_Net;
• Action: Accept;
• Install On: SG-1, SG-2, SG-3.
You may keep other parameters as they are.
The created rule with set parameters appears in the display area.

4. Save changes in the Security Management Server database by clicking on the Quick Access Toolbar.

Attention!
This rule is an example of Firewall rule passing IP packets between the hosts of the protected networks and can be used only with other Firewall
rules.

5. Click Install policy on the toolbar.
The respective dialog box appears.

6. Select the required Security Gateways and click OK.
The respective task appears in the Notification center.

Configure a VPN
When you create a VPN, you need to take the following steps:
• specify a name and a description;
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• add all Security Gateways required for the tunnel creation and protected network objects to a VPN;
• select a topology (full-mesh or star).

To create a VPN:

1. In the Configuration Manager, go to VPN and select L3VPN.
The list of created VPNs appears.

Note.
If there are no created VPNs, the list is empty.

2. On the toolbar, click VPN.
The respective dialog box appears.

3. Enter a name and a brief description in the required text boxes, then click OK.
The dialog box closes and the created VPN appears in the list.

4. Select it and click Add Security Gateway on the toolbar.
The list of all the Security Gateways appears.

5. Select the required Security Gateway.
The Security Gateway is added to the VPN as its member. The VPN becomes full-mesh by default.

6. Repeat steps 4-5 to add all the required Security Gateways.

7. If you need a star VPN, click in the Topology column and select the respective option.

The topology of the VPN will be changed in the list and the icon of the first Security Gateway will be changed to
.

8. If you need another Security Gateway to be central, right-click it in the list and select Set as central
Security Gateway.

9. For each Security Gateway, you can select protected resources if necessary.
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To do so, click in the Network objects column and select the required object. If you have not created the

required object yet, create it by clicking .

10.Save the changes in the Security Management Server database by clicking and install the policy on the
required Security Gateways.

Test VPN operability
You can test VPN operability using the ping utility.
Perform this test for each Security Gateway pair that should be connected with a VPN tunnel. For example, test
the operability of the VPN channel between SG-1 and SG-3 in a full-mesh VPN (see p. 10).

To test the operability of a VPN tunnel:

1. Start ping from the protected network of branch 2 to any host in the protected network of headquarters.
2. In the local menu of SG-1 or SG-3, go to Tools | Diagnostics | Command line.
3. In Command line, start tcpdump with defining the interface: tcpdump -i te-0-0.

The information about traffic passed between SG-1 and SG-3 appears.

Attention!
If SG-1 is the central one in a star VPN, there are two VPN tunnels passing traffic: SG-2–SG-1 and SG-3–SG-1. In this case, you need to start ping
from the protected network from one branch to another and then start tcpdump in SG-1 in order to check encrypted traffic. The result of the test is
encrypted packets passing from the external interface of the branch Security Gateway to the external interface of SG-1 and encrypted packets sent
from SG-1 to the Security Gateway of another branch and vice versa.
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Chapter 3
VPN with cryptographic accelerator
The Continent 4 product kit includes hardware that can be integrated with a cryptographic accelerator. A Security
Gateway integrated with a cryptographic accelerator operates faster when encrypting VPN traffic.

Cryptographic accelerator
The cryptographic accelerator can:
• encrypt — receive traffic from a secure internal interface, encrypt the contents of a packet, calculate the

message authentication code, encapsulate and send packets through the external network interface;
• decrypt — receive traffic from an external interface, decapsulate packets, check the message authentication

code and the collation and send packets through a secure internal interface.
The cryptographic accelerator has its own interfaces that can be either internal or external. The external interface
is designed to exchange encrypted data with other Security Gateways. The internal interface is designed to
connect a device to LAN segments, protected by a Security Gateway. In the Configuration Manager, the
cryptographic accelerator interfaces are denoted as ca0–ca3.
A Security Gateway encrypts traffic according to the cryptographic accelerator scenario: packets may be
encrypted with or without pre-checking for Firewall rule compliance. The scenario also defines the interface that
transfers encrypted packets to a VPN channel: the external interface of a Security Gateway or a cryptographic
accelerator. The contents of a scenario depend on a VPN topology (full-mesh or star).

Cryptographic accelerator in full-mesh VPN topology

Encryption with pre-checking Firewall compliance
The figure below illustrates the way of getting access from the secure network SN0 to the resources of the secure
network SN1.
SG-1 protects SN0 as the Firewall with the cryptographic accelerator.
SG-1 receives IP packets via its own internal interface, processes them and sends them to the cryptographic
accelerator according to Firewall rules.
The cryptographic accelerator encrypts IP packets, encapsulates them and sends them from the external interface
to the VPN channel.
The external interface of SG-2 cryptographic accelerator receives encrypted IP packets.
SG-2 cryptographic accelerator decapsulates IP packets, decrypts them and sends to SG-2.
SG-2 processes decrypted packets according to Firewall rules and sends them from the internal interface to SN1.
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The figure also illustrates the way of getting access from SN0 to the Internet and the way of managing Security
Gateways from the Security Management Server.
The following figure illustrates another scenario of using the cryptographic accelerator. SG-1 uses its own external
interface instead of interfaces of the cryptographic accelerator.

SG-1 receives IP packets from the internal interface, processes them according to Firewall rules, then sends them
to the cryptographic accelerator.
The cryptographic accelerator encrypts packets, encapsulates and returns them to the Security Gateway.
SG-1 sends encrypted packets from its external interface according to the routing tables.
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Encryption without pre-checking Firewall compliance
The figure below illustrates the scenario where SG-1 encrypts packets without pre-checking Firewall compliance.

The cryptographic accelerators of SG-1 and SG-2 create a VPN channel.
The cryptographic accelerator of SG-1 receives IP packets from SN0 by its own internal interface, encrypts,
encapsulates, then sends them from its own external interface according to the routing tables.
The cryptographic accelerator of SG-2 receives IP packets by its own interface, decapsulates IP packets, decrypts
then sends them from its own internal interface to SN1.

Cryptographic accelerator in star VPN topology
In star VPN topology, endpoint Security Gateways can encrypt data according to any scenario described above. A
central Security Gateway can encrypt data according to the following scenarios:
• with pre- checking Firewall compliance and sending packets to a VPN channel from the cryptographic

accelerator interface;
• without pre-checking Firewall compliance but with sending packets to a VPN channel from the Security

Gateway interface;
• without pre-checking Firewall compliance but with sending packets to a VPN channel from the cryptographic

accelerator interface.
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Encryption without pre-checking Firewall compliance
The figure below illustrates the way of getting access from the secure network SN2 to resources of the secure
network SN1.

The central Security Gateway is SG-1 that protects SN0.
SG-1 does not check transit packets for Firewall compliance.
The internal interface of SG-2 receives IP packets from SN2, then checks them for Firewall compliance and sends
them to the cryptographic accelerator for further encryption.
The cryptographic accelerator of SG-2 encrypts and encapsulates packets, then sends them to SG-2.
SG-2 sends encrypted packets by its external interface to the central Security Gateway according to routing
tables.
SG-1 receives encrypted packets by its external interface, then sends them to the cryptographic accelerator for
further decryption.
The cryptographic accelerator of SG-1 decrypts packets, then re-encrypts them and sends re-encrypted packets
to SG-1 for further sending to SN3.
SG-1 encapsulates encrypted IP packets and sends them to SG-3 by its external interface according to routing
tables.
SG-3 receives encrypted packets by the external interface and sends them to the cryptographic accelerator.
The cryptographic accelerator decapsulates source IP packets, decrypts and sends them to SG-3.
SG-3 processes packets according to Firewall rules, then sends them to SN1 by its own internal interface.
The following figure illustrates the other scenario, where the central Security Gateway uses external interfaces of
the cryptographic accelerator to receive and send transit packets.
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SG-2 receives IP packets by its internal interface.
SG-2 processes IP packets according to Firewall rules, then sends them to the cryptographic accelerator for
further encryption.
The cryptographic accelerator encrypts IP packets, encapsulates them and sends to SG-2.
SG-2 sends encrypted packets by its external interface according to routing tables.
SG-1 receives IP packets by the external interface of the cryptographic accelerator.
The cryptographic accelerator decapsulates IP packets, decrypts and re-encrypts them, then encapsulates them.
SG-1 sends encrypted packets by the external interface of the cryptographic accelerator to SG-3 according to
routing tables.
SG-3 receives encrypted packets by the external interface and redirects them to the cryptographic accelerator.
The cryptographic accelerator decapsulates source IP packets and sends them to SN1 according to Firewall rules.
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Encryption with pre-checking Firewall compliance
The figure below illustrates how SG-1 checks transit packets for Firewall compliance. To send or receive transit
packets, cryptographic accelerator interfaces are in use.

The internal interface of SG-2 receives IP packets from the SN2.
SG-2 processes IP packets according to Firewall rules and sends them to the cryptographic accelerator for further
encryption.
The cryptographic accelerator encrypts IP packets, encapsulates and sends them to SG-2.
SG-2 sends encrypted packets by its own external interface according to routing tables.
The cryptographic accelerator of SG-1 receives encrypted packets, decapsulates source packets, decrypts and
sends them to SG-1.
SG-1 checks packets for Firewall compliance and sends them to the cryptographic accelerator for further
encryption.
The cryptographic accelerator of SG-1 encrypts IP packets, encapsulates and sends them by its own external
interface according to routing tables.
SG-3 receives IP packets by the internal interface, then sends them to the cryptographic accelerator.
The cryptographic accelerator decapsulates and decrypts source IP packets, then sends them to SG-3.
SG-3 processes IP packets according to Firewall rules and sends them to SN1.
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Model scheme for using Security Gateways in VPN
The following figure illustrates a model scheme of using Security Gateways with the cryptographic accelerator in a
corporate network of an enterprise.

Attention!
IP addresses specified in the model scheme are used as examples.

SG-1 with a cryptographic accelerator protects SN0, SN1, dmz-net and srv-net as Firewall. SN0 is connected to
the internal interface of SG-1 and SN1 is connected to the internal interface of its cryptographic accelerator.
SG-2 protects the subnet SN4 but does not have a cryptographic accelerator integrated.
SG-3 protects SN2 and SN3. SN3 is connected to the internal interface of the cryptographic accelerator.
Scenarios of using cryptographic accelerators in a corporate network of an enterprise according to a previous
scheme are described further. Scenarios with a star VPN topology are highlighted.
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Examples of using the cryptographic accelerator in the model scheme

Access from a protected subnet to resources of other subnets
Scenario 1
The following figure illustrates a secure connection for SN0 hosts (192.168.2.0/24) accessing SN4 resources
(192.168.20.0/24).

SG-1 receives packets from SN0 hosts by its own internal interface (192.168.2.1/24), checks them for Firewall
compliance, then encrypts them by the cryptographic accelerator and sends them by its own external interface
(20.1.1.10/24).
Interfaces of SG-1:

Interface Purpose Address/Mask

ca0 External 20.1.1.10/24

te-0-0 Internal 192.168.2.1/24

Interfaces of SG-2:

Interface Purpose Address/Mask

te-0-0 External 21.1.1.4/24

te-1-0 Internal 192.168.20.1/24

To pass traffic from SN0 to SN4, you must install a Firewall rule on SG-1 and SG-2. The rule must contain the
following parameters:

Parameter Value

Source 192.168.2.0/24

Destination 192.168.20.0/24

Service Any

Application Any

Action Accept

Profile None
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Scenario 2
The following figure illustrates how packets are transferred from SG-1 external interface (20.1.1.1/24) to the VPN
channel. Interfaces of the cryptographic accelerator are not in use.

Interfaces of SG-1:

Interface Purpose Address/Mask

te-0-0 Internal 192.168.2.1/24

te-1-0 External 20.1.1.1/24

Interfaces of SG-2match Scenario 1.
To pass traffic from SN0 to SN4, you must install a Firewall rule on SG-1 and SG-2. The rule must contain the
following parameters:

Parameter Value

Source 192.168.2.0/24

Destination 192.168.20.0/24

Service Any

Application Any

Action Accept

Profile None
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Scenario 3
The following figure illustrates the way of getting access from SN0 to SN2 (192.168.11.0/24).

Interfaces of SG-1:

Interface Purpose Address/Mask

ca0 External 20.1.1.10/24

ge-0-0 Internal 192.168.2.1/24

Interfaces of SG-3:

Interface Purpose Address/Mask

ca0 External 21.1.1.10/24

ge-0-0 Internal 192.168.11.1/24

To pass traffic from SN0 to SN2, you must install a Firewall rule on SG-1 and SG-3. The rule must contain the
following parameters:

Parameter Value

Source 192.168.2.0/24

Destination 192.168.11.0/24

Service Any

Application Any

Action Accept

Profile None
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Scenario 4
The following figure illustrates the way of getting access from SN0 to SN2 (192.168.11.0/24). Interfaces of the
cryptographic accelerator are not in use.

Interfaces of SG-1:

Interface Purpose Address/Mask

ge-0-0 Internal 192.168.2.1/24

ge-1-0 External 20.1.1.1/24

Interfaces of SG-2:

Interface Purpose Address/Mask

ge-0-0 Internal 192.168.11.1/24

ge-1-0 External 21.1.1.2/24

To pass traffic from SN0 to SN2, you must install a Firewall rule on SG-1 and SG-3. The rule must contain the
following parameters:

Parameter Value

Source 192.168.2.0/24

Destination 192.168.11.0/24

Service Any

Application Any

Action Accept

Profile None
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Scenario 5
The following figure illustrates the way of getting access from SN1 (192.168.3.0/24) to SN3 (192.168.12.0/24)
without pre-checking Firewall compliance on SG-1 and SG-3.

Interfaces of SG-1:

Interface Purpose Address/Mask

ca0 External 20.1.1.10/24

ca1 Internal 192.168.3.1/24

Interfaces of SG-3:

Interface Purpose Address/Mask

ca0 External 20.1.1.10/24

ca1 Internal 192.168.12.1/24

To transfer traffic from SN1 to SN3, SG-1 and SG-3 do not need Firewall rules installed.
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Access to corporate resources
Scenario 6
The following figure illustrates how a host (192.168.11.2/24) from SN2 gets access to resources of srv-net: a
web-server (192.168.4.2/24) and a mail-server (192.168.4.3/24). Corporate resources srv-net are protected by
SG-1.

SN2 is connected to the internal interface of SG-3 (192.168.11.1/24). SG-3 checks packets received from the
host of SN2 according to Firewall rules, then sends them to the SG-1 by its external interface (21.1.1.2/24)
without encryption.
SG-1 receives packets by the external interface (20.1.1.1/24), checks them for Firewall compliance and sends
them to srv-net by its internal interface (192.168.4.1/24).

Attention!
If SG-1 and SG-3 use interfaces of the cryptographic accelerators, the purpose of the interface 21.1.1.2/24 sending packets from SG-3 and the
interface of SG-1 that receives packets must be None (see below).

Interfaces of SG-3:

Interface Purpose Address/Mask

te-1-0 None 21.1.1.2/24

te-0-0 Internal 192.168.11.1/24

Interfaces of SG-1:

Interface Purpose Address/Mask

te-1-0 None 20.1.1.1/24

te-2-0 Internal 192.168.4.1/24

As the external interfaces of SG-1 and SG-3 have public IP addresses, you need to install NAT rules on SG-1 and
SG-3 (for more information about NAT, see [2]).
The NAT rule for SG-3:

Original packet

Source 192.168.11.2/24

Destination 20.1.1.1/24

Translated packet
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NAT type Hide

Source 21.1.1.2/24

Destination 20.1.1.1/24

The NAT rule for SG-1:
Access to the web-server

Original packet

Source 21.1.1.2/24

Destination 20.1.1.1/24

Translated packet

NAT type Destination

Source 21.1.1.2/24

Destination 192.168.4.2/24

Access to the mail-server

Original packet

Source 21.1.1.2/24

Destination 20.1.1.1/24

Translated packet

NAT type Destination

Source 21.1.1.2/24

Destination 192.168.4.3/24

The Firewall rule for SG-3must contain the following parameters:

Parameter Value

Source 192.168.11.2/24

Destination 20.1.1.0/24

Action Accept

The Firewall rule for SG-1must contain the following parameters:

Parameter Value

Source 21.1.1.0/24

Destination 20.1.1.0/24

Action Accept
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Scenario 7
The following figure illustrates how to get access from SN4 to corporate resources of the host 192.168.20.2/24
protected by SG-2 without the cryptographic accelerator.

SG-2 receives packets from the host of SN4 by the internal interface (192.168.20.1/24), checks them for Firewall
compliance, then sends them without encryption to SG-1 by its external interface (21.1.1.4/24).

Interface Purpose Address/Mask

te-0-0 External 21.1.1.4/24

te-1-0 Internal 192.168.20.1/24

Interfaces of SG-1match Scenario 6.
The NAT rule for SG-2:

Original packet

Source 192.168.20.2/24

Destination 20.1.1.1/24

Translated packet

NAT type Hide

Source 21.1.1.4/24

Destination 20.1.1.1/24

NAT rules for SG-1match Scenario 6.
The Firewall rule for SG-2must contain the following parameters:

Parameter Value

Source 192.168.20.2/24

Destination 20.1.1.0/24

Action Accept

The NAT rule for SG-1matches Scenario 6.
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Configuration for star VPN topology
SG-1 is the central Security Gateway in all the following scenarios.

Scenario 8
The following figure illustrates the way of getting access from SN4 to SN3.

SG-2 receives packets from SN4 by its own internal interface, then checks them for Firewall compliance, encrypts
and sends them to SG-1 by its own external interface.
The cryptographic accelerator of SG-1 receives encrypted packets by its own external interface, decrypts them,
then re-encrypts and sends them to SG-3 by the external interface.
The cryptographic accelerator of SG-3 receives encrypted packets by the external interface, then decrypts and
sends them to SN3 by the internal interface.
To implement this scenario, you need to configure interfaces of the Security Gateways and create a Firewall rule
accepting traffic from SN4 hosts to SN3 hosts for SG-2.

Note.
Packet routes from SG-2 to SG-3 will be created automatically if you select star VPN.
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Scenario 9
The following figure illustrates the way of getting access from SN4 to SN2.

SG-2 receives packets from SN4 by its own internal interface, then checks them for Firewall compliance, encrypts
and sends them to SG-1 by its own external interface.
The cryptographic accelerator of SG-1 receives encrypted packets by its own external interface, decrypts them,
then re-encrypts and sends them to SG-3 by the external interface.
SG-3 receives encrypted packets by the external interface of its own cryptographic accelerator that previously
decrypted them, checks them for Firewall compliance, then sends them to SN2 by the internal interface.
SG-3 checks packets decrypted by its cryptographic accelerator for Firewall compliance.
To send packets from SN4 to SN2, SG-2 and SG-3 must have the respective Firewall rule installed and its own
interface must be set as internal.
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Encryption on the central Security Gateway without pre-checking Firewall compliance
The following scenarios describe the way the central Security gateway encrypts packets without pre-checking
Firewall compliance. In those scenarios, interfaces of SG-1 cryptographic accelerator are not in use.

Scenario 10
The following figure illustrates the way of getting access from SN4 to SN3.

SG-2 receives packets from SN4 by its own internal interface, then checks them for Firewall compliance, encrypts
and sends them to SG-1 by its own external interface.
SG-1 receives encrypted packets by its own external interface, decrypts them by the cryptographic accelerator,
then re-encrypts and sends the encrypted packets to SG-3 by its own external interface.
The cryptographic accelerator of SG-3 receives encrypted packets by the external interface, then decrypts and
sends them to SN3 by the internal interface.
To implement this scenario, you need to create a Firewall rule accepting traffic from SN4 hosts to SN3 hosts for
SG-2.
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Scenario 11
The following figure illustrates the way of getting access from SN4 to SN2 , where SN2 is connected to the
internal interface of SG-3.

The SG-2 receives packets from SN4 by its own internal interface, then checks them for Firewall compliance,
encrypts and sends them to the SG-1 by its own external interface.
The SG-1 receives encrypted packets by its own external interface, decrypts them by the cryptographic
accelerator, then re-encrypts and sends encrypted packets to the SG-3 by its own external interface.
The SG-3 receives encrypted packets by the external interface of the cryptographic accelerator that afterwards
decrypts them, checks them for Firewall compliance and sends them to SN2 by its own internal interface.
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Scenario 12
The following figure illustrates the way of getting access from SN4 to SN2.

The SG-2 receives packets from SN4 by its own internal interface, then checks them for Firewall compliance,
encrypts and sends them to the SG-1 by its own external interface.
The SG-1 receives encrypted packets by its own external interface, decrypts them by the cryptographic
accelerator, then re-encrypts and sends encrypted packets to the SG-3 by its own external interface.
The SG-3 receives encrypted packets by its own external interface, decrypts them by the cryptographic
accelerator, checks them for Firewall compliance and sends them to SN2 by its own internal interface.
For the implementation of the scenarios 11 and 12, you must install the Firewall rule accepting traffic from SN4 to
SN2 on SG-2 and SG-3.
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Chapter 4
L2VPN deployment
Overview
In Continent, L2VPN is a virtual switch connecting network interfaces of Security Gateways to a distributed
network bridge. Network interfaces of Security Gateways operate as switch ports of a network bridge.
If you add ports of different Security Gateways to a virtual switch, VPN tunnels between them are created
automatically. These tunnels ensure secure transfer of Ethernet frames.
A virtual switch port passes traffic for STP, RSTP, MSTP, MVRP, LACP and LLDP.
Using Security Gateway ports, you can create a bridge which in its turn can be included in virtual switch.
A virtual switch supports port security options:
• limit MAC addresses count in the switching table;
• create a static MAC address in the switching table of a virtual switch (binding a MAC address to a specific

virtual switch port);
• prohibit unicast packet transfer for unknown MAC addresses;
• configure a reaction to a security violation.
A virtual switch can operate in the following modes:

Mode Description

Default The split horizon method is used to prevent switching loops and broadcast storms. Cryptographic
accelerator ports pass BPDU of STP, RSTP, MSTP

Transparent Virtual switch ports pass standard BPDU (STP, RSTP, MSTP, MVRP, LACP, LLDP protocols). This mode
does not affect passing standard BPDU (such as PAgP)

Spanning Tree
Protocol (STP)

STP is used to prevent switching loops. Connections not used in single-hop interconnectivity are blocked
automatically

Pseudo wire Emulates standard services over networks with packet switching. Transparently transfers ATM, Frame
relay, Ethernet, low-speed TDM or SDH/SONET over networks with MPLS, IP (IPv4 or IPv6) or L2TPv3
packet switching. Only for a virtual switch with two ports. Switching table is not in use. Transparent
mode is enabled, port security is not in use

L2VPN can handle the following security violations:
• the detection of known MAC address duplication beyond another switch port;
• an access attempt to a switch port (a MAC address is not in the static address list or dynamic table is

overflowed).
Reactions to events:
• no reaction;
• port down;
• log events to syslog and network security log;
• log and port down.
Commutation table in a virtual switch can be formed in one of three ways:
• dynamic learning — the table containing MAC addresses is filled automatically (dynamic addresses);
• dynamic learning is disabled — host MAC addresses are assigned to the ports of a virtual switch manually by

the administrator (static addresses);
• Sticky learning mode — dynamic MAC addresses are assigned to a virtual switch as static ones.

Attention!
When a virtual switch is switched from dynamic to sticky learning, MAC addresses remain Dynamic type. To change the type of MAC address to
Static, it is recommended to turn off the virtual switch (that operated in the dynamic learning mode), install policy on the respective Security Gateways,
turn on the virtual switch and install policy on the Security Gateway again.

Configure L2VPN
To configure L2VPN, take the following steps:
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1. On the Security Gateways, configure network interfaces operating in L2 mode.
2. Create a virtual switch (see p. 42).
3. Configure a virtual switch (see p. 45).

Configure network interfaces
You need to configure each Security Gateway which ports must be a part of the virtual switch.

To configure interfaces:

1. In the Configuration Manager, go to Structure.
The list of registered Security Gateways appears in the display area.

2. Right-click the required Security Gateway and click Properties.
The Security Gateway dialog box appears.

3. Enable L2VPN by selecting the respective check box as in the figure below.

4. On the left, click Interfaces.
The list of Security Gateway interfaces appears.

5. Select the interface required for L2VPN and double-click the Topology cell.
The Topology dialog box appears.

6. In the Purpose field, select Switch port and click OK.
The Topology dialog box is closed and Switch port appears in the Topology column.
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7. If you want to use other interfaces of the Security Gateway as switch ports, repeat steps 5-6. After configuring
all the interfaces, click OK.

8. Go to the list of Security Gateways, select the next Security Gateway and repeat steps 2-7.
After configuring all interfaces of all the Security Gateways included in L2VPN, create a virtual switch (see p. 42).

Virtual switches

View the list of virtual switches
To go to the list of virtual switches:

1. In the Configuration Manager, go to VPN.

2. In the Navigation group, select L2VPN.

The list of the created virtual switches appears in the display area.

Note.
If there are no created virtual switches, the list is empty.

In the figure below, you can see the list consisting of two virtual switches VS-1 and VS-2.
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For each virtual switch, there is a list of ports indicating the Security Gateway to which the port belongs.
You can find the following information about each port:
• port name;
• list of static MAC addresses of devices in the protected network;
• dynamic learning mode (on/off);
• switching table size;
• reaction to security violations;
• description (additional information about a port).

Create a new virtual switch
To create a new virtual switch:

1. Go to the list of virtual switches (see p. 42) and click Virtual switch on the toolbar.

The Virtual switch dialog box appears.

2. Enter the required name description.
You can use English uppercase and lowercase characters, base 10 digits and special characters `!@#$^()-=_
+[]’;,.

3. If necessary, select the options of virtual switch operation: Transparent, STP, Pseudo Wire in the Options
group box.

4. Click OK.
The created virtual switch appears in the list.
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5. Select the required virtual switch and click Add port on the toolbar.
The Port dialog box appears.

6. In the Security Gateway drop-down list, select the required Security Gateway.
In the Interface drop-down list, the Security Gateway interface name with the Switch port topology
appears.
If there are several interfaces, select the required one from the drop-down list.

7. Click OK.
The switch port will be added to the virtual switch.

By default, the added port has the following parameters:
• Static MAC Address— empty;
• Learning— On;
• Table size— Not limited (value — '-');
• Reaction to violations— None.

8. Specify the parameters of the port by selecting it and entering the required value.

Note.
You can specify the port parameters after you add other ports to the virtual switch.

When entering static MAC addresses, use the following format — 00:00:00:00:00:00 . When specifying
several MAC addresses, separate them by pressing <Enter>.

Attention!
• We do not recommend saving the default table size. Specify a value that matches with the number of hosts on the switched network.
• In STP mode, MAC addresses of tunnel interfaces used to exchange STP packets are taken into consideration when counting the total

number of MAC addresses that is limited by the switching table size.

9. To add another port, repeat steps 6-9.
10.After adding all the required ports, save the changes.
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Delete a virtual switch
To delete a virtual switch:

1. In the Configuration Manager, go to VPN and select L2VPN.
The list of virtual switches appears.

2. Select a required virtual switch and click Delete on the toolbar.
The dialog box prompting you to confirm the action appears.

3. Click Yes.
The selected virtual switch will be deleted.

Configure parameters of a virtual switch
Configuring the parameters of a virtual switch includes the following actions:
• edit general parameters (name, description, options);
• add ports to the virtual switch or remove them;
• configure parameters of ports.

To edit general parameters of a virtual switch:

1. Select the required virtual port and click Properties on the toolbar.
The Virtual switch dialog box appears (see p. 43).

2. Make the required changes and click OK.
3. To save the changes, click Save on the toolbar.

To add a port:

1. Select the required virtual port and click Add port on the toolbar.
The Port dialog box appears (see p. 43).

2. Take steps 6-8 (see p. 43).
3. To save the changes, click Save on the toolbar.

To remove a port:

1. Right-click the required port and click Remove.
You receive a message about the port removal.

2. Click Yes.
The port is removed from the virtual switch.

3. To save the changes, click Save on the toolbar.

To configure port parameters:

1. Select the required parameter and specify a value.
2. To save the changes, click Save on the toolbar.
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Model scheme of using L2VPN
This section provides examples of using L2VPN. Security Gateways are connected to the Ethernet LAN using the
internal interface ge-2-0. The external interfaces ge-1-0 are used to connect to the WAN.

Model scheme 1
The figure below displays connected Ethernet LAN local networks. This requires switching between tagged and
non-tagged frames and transparently allowing service traffic (standard PDU).

To configure L2VPN and meet the requirements, follow the common configuration steps (see p. 40).
When configuring network interfaces, set the ge-2-0 interfaces as switch ports for SG-1, SG-2, SG-3.
When creating a virtual switch, select Transparent in the advanced parameters and add the ge-2-0 interfaces of
each Security Gateway to the virtual switch.
As a result of the configuration, user and service traffic passes through local networks. User traffic contains
tagged (VLAN id 1 — 4096) and non-tagged frames. Service traffic contains standard PDU (STP, RSTP, MSTP,
LLDP, LACP).

Model scheme 2
This scheme is similar to scheme 1 but service traffic (standard PDU) is not allowed.
Unlike scheme 1, select By default value while creating the virtual switch.
As a result of the configuration, the user and service traffic passes through local networks. User traffic contains
tagged (VLAN id 1 — 4096) and non-tagged frames. Service traffic that arrives from the protected network and
contains standard PDU (STP, RSTP, MSTP, LLDP, LACP) is blocked. Only PDU of STP, RSTP and MSTP protocols will
be allowed to pass.

Model scheme 3
The figure shown below displays the VLAN 10 network segments located behind SG-1 and SG-2 and the VLAN 100
network segments located behind SG-1 and SG-3.
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You must connect each VLAN and enable switching of tagged frames with filtering by VLAN ID.
To do so, create a virtual switch (for example, VS-10 and VS-100) for each VLAN; for switch ports, use VLAN
interfaces.
1. In SG-1 parameters, create two VLAN interfaces (ge-2-0-10 and ge-2-0-100, use the physical interface ge-

2-0 as a parent). For each VLAN interface, select Switch port in the Topology cell.
2. In SG-2 parameters, create the VLAN interface ge-2-0-10 (use the physical interface ge-2-0 as a parent

one). In the Topology cell, select Switch port.
3. In SG-3 parameters, create the VLAN interface ge-2-0-100 (use the physical interface ge-2-0 as a parent

one). In the Topology cell, select Switch port.
4. Create two virtual switches (VS 10 and VS 100). In advanced parameters, select By default.

Note.
The Transparentmode is not supported in this example because the majority of the service traffic is not tagged.

5. Add the ge-2-0-10 interfaces of SG-1 and SG-2 to VS 10.
6. Add the ge-2-0-100 interfaces of SG-1 and SG-3 to VS 100.

Model scheme 4
This scheme is similar to the scheme 3 and also allows service traffic to pass through SG-1 and SG-2.
In this case, in addition to the scheme 3 configuration, do the following:
1. Create one more virtual switch (VS 1 ) for the service traffic. In the Advanced parameter, select

Transparent.
2. In SG-1 and SG-2, set ge-3-0 as a switch port. The ge-3-0 interfaces of SG-1 and SG-2 must be connected

to the respective switch ports (see the figure below).
3. Add ge-3-0 of SG-1 and SG-2 to VS 1.
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Configure data transfer from L2VPN to L3VPN
The following scheme illustrates how traffic passes from host 1 to host 2 over L2VPN, then over L3VPN.

Host 1 is in the network protected by SG-1, host 2 is in the network protected by SG-3.
SG-1 and SG-2 are in L2VPN, SG-2 and SG-3— in L3VPN.
Take the following steps to configure traffic transfer:
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Step 1. Configure interfaces of SG-1
Configure interfaces:
• ge-1-0— switch port;
• ge-0-0— external, IP address — 30.1.1.101/24.

Step 2. Configure interfaces of SG-2
1. Configure interfaces ge-0-0 and ge-1-0:

• ge-0-0 is to connect to SG-1, IP address — 30.1.1.100/24;
• ge-1-0 is to connect to SG-3, IP address — 40.1.1.100/24.

2. On SG-2, create a bridge bridge0:
• select Switch port in the Topology drop-down list;
• specify the IP address of bridge0— 192.168.10.1/24.

Step 3. Configure interfaces of SG-3
Configure interfaces:
• ge-0-0— external, IP address — 40.1.1.101/24;
• ge-1-0— internal, IP address — 192.168.20.1/24.

Step 4. Configure VPN
1. Configure L2VPN by including ge-1-0 of SG-1 and bridge0 of SG-2 in a virtual switch.
2. Configure L3VPN by adding SG- 2 and SG- 3 and the networks  192.168.10.0/24 ( SG- 2 ) and

192.168.20.0/24 (SG-3).
3. Install the Firewall rules accepting L3VPN traffic on SG-2 and SG-3.
4. Install the policy on all the Security Gateways.

Step 5. Configure hosts
In network properties of hosts, specify:
Host 1

IP address 192.168.10.2/24

Default gateway 192.168.10.1

Host 2

IP address 192.168.10.2/24

Default gateway 192.168.10.1

Access to the Internet from L2VPN
The following scheme illustrates the process of gaining access to the Internet from L2VPN.
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Host 1 is in the network protected by SG-1.
SG-1 and SG-2 are in the L2VPN.
Take the following steps to configure access from host 1 to the Internet:

Step 1. Configure interfaces of SG-1
Configure interfaces:
• ge-1-0— switch port;
• ge-0-0— external, IP address — 30.1.1.101/24.

Step 2. Configure interfaces of SG-2
1. Assign ge-0-0 with the IP address 30.1.1.100/24.
2. On SG-2, create a bridge bridge0:

• include ge-2-0 in a bridge;
• select Switch port in the Topology drop-down list;
• specify the IP address of bridge0— 192.168.10.1/24.

3. Connect ge-1-0 to the Internet.

Step 3. Configure VPN
1. Configure L2VPN by including ge-1-0 of SG-1 and bridge0 of SG-2 in a virtual switch.
2. Install the policy on all the Security Gateways.

Step 4. Configure a host
In network properties of hosts, specify:

IP address 192.168.10.2/24

Default gateway 192.168.10.1

Connect to a DHCP server from L2VPN
The following scheme illustrates the process of gaining access to a DHCP server from L2VPN.
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Host 1 is in the network protected by SG-1.
SG-1 and SG-2 are in the L2VPN.
Take the following steps to configure access from host 1 to the DHCP server:

Step 1. Configure interfaces of SG-1
1. Assign ge-5-0 with the IP address 9.9.9.99/24.
2. Create a bridge bridge0 without including a physical interface in it and assign it with the IP address

192.168.10.1/24.

Step 2. Configure interfaces of SG-2
1. Set the Switch port topology for ge-0-0 that you connect to the DHCP server.
2. Create a bridge bridge0 and include ge-0-0 in it.
3. Set the Switch port topology for bridge0.

Step 3. Configure a route on the DHCP server
On the DHCP server, configure a route to the network 9.9.9.0/24 over bridge0 of SG-1 (192.168.10.1).

Step 4. Select Relay mode on SG-1
1. In the Configuration Manager, open properties of SG-1, go to the DHCP section and select Relay.
2. In the Relay area, specify the IP address of the DHCP server — 192.168.10.2.

3. Click and select ge-5-0 in the drop-down list.
4. Click OK.and close the Properties window.

Step 5. Create a virtual switch
1. Go to VPN | L2VPN.
2. Create a virtual switch and include the bridge interfaces of SG-1 and SG-2 in it.
3. Install the policy on the Security Gateways.

Step 6. Install the policy
Install the policy on the Security Gateways.

Step 7. Configure the network adapter
On host 1, enable obtaining an IP address from DHCP automatically.

Note.
You can install the DHCP server on the Security Gateway SG-2. In this case, the configuration sequence of host access to DHCP server will differ
from the description above as it is necessary to turn on and configure DHCP in the Servermode on SG-2. DHCP configuration is described in [5].
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Scenarios for using the Security Gateway with the cryptographic accelerator

Scenario 1
The figure below illustrates a scheme of connecting the Security Gateways SG-1 and SG-2 to third-party
equipment with bonded interfaces.

While configuring Security Gateway interfaces, the cryptographic accelerator ports ca2 and ca3must be assigned
Switch port.
A bond is configured between the switches SW-1 and SW-4 over a protocol passing trough L2VPN (e.g. LACP).
Ports ca2 and ca3 of the Security Gateways SG-1 and SG-2 are connected to the switches SW-1 and SW-4
respectively.
A bond is configured between switches SW-2, SW-3 and external interfaces ca0, ca1 of SG-1, SG-2 over the
LACP protocol.
Ports ge-1-0 are used in the Security Gateway to connect to the Security Management Server. Interface topology
must be assigned None.
The Configuration Manager is in the subnet that is protected by the Security Gateway with the Security
Management Server.
To enable L2VPN, create two virtual switches. Ports ca2 must be included in the first switch, ports ca3 — in the
second switch.
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Scenario 2
In this scenario, the figure below illustrates the bonding of the external interfaces SG-1 and SG-2 and switch
ports with third-party equipment.

While configuring Security Gateway interfaces, the cryptographic accelerator ports ca2 and ca3must be assigned
Switch port.
Switch ports ca2 and ca3 are bonded and connected to the switches SW-1 and SW-4.
External interfaces of the Security Gateways SG-1 and SG-2 (ca0 and ca1) are bonded and connected to the
switches SW-2 and SW-3.
A channel bond between switches and Security Gateway interfaces is configured over the LACP protocol as
follows:

• Switch SW-1 and switch ports ca1 and ca3 of SG-1;
• Switch SW-2 and external interfaces ca0 and ca1 of SG-1;
• Switch SW-3 and external interfaces ca0 and ca1 of SG-2;
• Switch SW-4 and switch ports ca2 and ca3 of SG-2.

To enable L2VPN, create a virtual switch that includes bonded switch ports ca2 and ca3.
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Scenario 3
In this scenario, two disjoint subnets are connected. The figure below illustrates the connection between third-
party equipment and the Security Gateway interfaces ca2 and ca3. A switch, a router or a host can be considered
the third-party equipment.

While configuring the Security Gateway interfaces, the cryptographic accelerator ports ca2 and ca3 must be
assigned Switch port.
The external interfaces ca0 and ca1 are bonded.
A channel bond is configured between the switches SW-2, SW-3 and external interfaces ca0, ca1 of SG-1, SG-2
over the LACP protocol.
One subnet (e.g. 4.4.4.0/24) can be located outside the interfaces ca2. Another subnet (e.g. 5.5.5.0/24) can be
located outside the interfaces ca3.
Ports ca2 are included in Virtual switch 1. Ports ca3 are included in Virtual switch 2.
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Scenario 4
The figure below illustrates a scheme of connecting Security Gateways to the third-party equipment that supports
L2VPN in case of a network device failure. The faulty network device provides traffic transfer between SW-1 and
SW-6.

Security Gateways SG-1 and SG-3 are connected to the switch SW-1 via ca2 ports. Security Gateways SG-2 and
SG-4 are connected to SW-6 in the same way.
While configuring Security Gateway interfaces, the cryptographic accelerator ports ca2 must be assigned Switch
port.
The external interfaces ca0 and ca1 are bonded and connected to the switches SW-2 – SW-5.
A channel bond is configured between the switches SW-1 and SW-6 over a protocol passing through L2VPN (e.g.
LACP). The external failover channels are based on the third-party equipment.
A channel bond between switches and Security Gateway external interfaces (ca0 and ca1) is configured over the
LACP protocol as follows:

• Switch SW-2 and SG-1;
• Switch SW-3 and SG-2;
• Switch SW-4 and SG-3;
• Switch SW-5 and SG-4.

Ports ca2 of SG-1 and SG-2 are included in Virtual switch 1. Ports ca2 of SG-3 and SG-4 are included in
Virtual switch 2.
In case of a device failure, all the traffic between SW-1 and SW-6 is transferred to the devices corresponding to
another virtual switch.
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Chapter 5
Remote access
Overview
Continent Enterprise Firewall includes tools providing users of remote workstations (hereinafter — remote users)
that are not part of protected network segments with remote access to VPN resources.
Access Server is a software component of Continent Security Gateway. The additional software component
Continent-RA installed on a remote user's workstation allows remote users to connect to an Access Server and
provides them with access to resources of a protected network.

The Access Server provides its services only to protected networks of the Security Gateway on which it is installed.
A remote user signed on several Access Servers may connect to any of them from every workstation on which
Continent -RA was installed. Simultaneous connection to several Access Servers from one workstation with
Continent-RA is not supported.
Connection between a remote user and protected network users is based on public data networks.
A remote user can initiate and terminate a connection between Continent-RA and the Access Server. Both the user
and the administrator can terminate the connection. The Access Server can terminate a session automatically
after changing the Security Gateway configuration.
A secure connection (with encrypted traffic) can be established between a workstation with Continent-RA and the
Access Server only after its mutual authentication that can be performed by password or certificate based on
x509v3 public keys. However, password and certificate transfer is encrypted.
After the connection is established, the Access Server sends the list of routes available for a user to Continent-RA.
All traffic exchanged between a workstation with Continent-RA and a secure network is encrypted by the TLS.
The Access Server assigns the workstation with Continent-RA with a private IP address from a previously created
IP address pool. The IP address can be dynamic or static. After that, a user can access the protected network only
using this IP address.

Access Server
The Access Server provides:
• secure connection between an exchange point and a network protected by the Security Gateway;
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• remote users authentication via public key x509v3 certificates;
• filtering rules upload to the Security Gateway IP packets filter respectively to the rights of a connected user;
• the control of secure connections between Continent-RAs and the Security Gateway. Session information

upload upon disconnection;
• server, management program use and remote user connection event logging.
The Access Server can be installed on a Security Gateway protecting a corporate network perimeter (see the
figure on p. 56) or on a Security Gateway within a protected network.
In the figure below, you can see the Access Server AS1 that is installed on the Security Gateway SG-4 within the
protected network of the headquarters.

Continent-RA
Continent-RA includes:
• Continent-RA management program;
• Security Code CSP;
• Continent-RA Integrity Check application;
• Collection of diagnostic information application.
Continent-RA can perform the following:
• establish a secure connection and encrypted data exchange with the Access Server;
• log operation events;
• manage a Public Key Infrastructure (PKI);
• control the integrity of the software, transferred and stored information.
Continent-RA supports the following connection management modes;
• No restrictions — all connections are allowed for a workstation with Continent-RA installed.
• Unsecure connections prohibited — all unsecure connections (ones that are not allowed by remote access rules

of the Access Server) are prohibited during communication with the protected network resources.
• All connections are redirected through the tunnel between the Continent-RA and the Access Server.
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Access control
Remote users' access is managed by remote access rules. The rules define remote users' access rights to
protected network resources that are specified as network objects (hosts, subnets). You can set an authentication
method (by password or by certificate) for the connection between the Access Server and Continent-RA as well as
the management mode of Continent-RA connections. Apart from that, in the rule, you need to specify a Security
Gateway on which the Access Server is deployed and to which the rule is applied.
A set of rules comprises a remote access policy. Remote users gain access rights to protected network resources
respectively to a remote access policy.
An administrator creates remote access rules via the Configuration Manager. After a remote access policy is
applied, the rules are applied to specified Security Gateways.
As Continent-RA connects to a Security Gateway (Access Server), a remote user is authenticated according to a
remote access rule applied to the Security Gateway.
After mutual authentication is completed, a secure connection between the Access Server and Continent-RA is
established. The Access Server transfers to Continent-RA parameters and the list of routes that is based upon a
remote access rule. Upon passing through the tunnel, Continent-RA packets are processed by a Security Gateway
and are redirected to the required resource respectively to applied filtering rules.

Certificate-based user authentication
A remote user is authenticated via public key X.509v3 certificates.
A certificate contains an owner's name, his or her public key, and additional system information. This information
is validated by the signature of a trusted certificate authority.
The following certificates are used: a root certificate, an Access Server certificate and a user certificate.
Certificates can be issued in two ways:
• By a trusted certificate authority. A certificate authority issues a root certificate, an Access Server certificate,

as well as users certificates. To issue an Access Server certificate, an administrator must make a request via
the management program. To issue a user certificate, a request must be made via Continent-RA. An
administrator cannot access a certificate authority private key and user certificate private keys. Issued
certificates are registered on the Access Server and then transferred to users.

• By the Security Management Server as a trusted certificate authority. An administrator issues a root
certificate, an Access Server certificate and user certificates using the Configuration Manager and the
cryptographic service provider. An Access Server certificate and user certificates are signed with the certificate
authority private key, that is, with the Security Management Server private key.
User certificates can be issued via Continent-RA as well. In this case, an administrator cannot access users'
private keys.

The Security Management Server and Continent-RAs include a cryptographic service provider.
Several root certificates and several Access Server certificates can be used simultaneously. Each user can also
have several certificates. Different certificates can be signed with different certificate authority private keys or
with the private key of the same certificate authority. In case of a planned certificates change, this option allows
you to register new certificates before the expiration date of the replaced ones. We recommend registering
reserve certificates in case an emergency happens. For example, if the private key of a certificate authority is
compromised.
When certificates are changed, users connected to the Access Server can continue to work until they log out. If it
is necessary to update certificates because of a possible compromising, all users must be automatically
disconnected from the Access Server after certificates are changed.

Access Server management
To provide remote users with access to protected network resources, configure the Access Server by specifying
DNS servers, domains and the range of addresses that are assigned to Continent-RAs when connecting to the
Access Server.
An administrator configures the Access Server via the Configuration Manager.
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Remote access configuration
Before configuring remote access, make sure the following is done:
• On Security Gateways, routes providing remote users with access to protected network resources are

specified.
• Security Gateways with Access Servers installed are enabled.

Note.
To activate the Access Server component, the respective license is required.

Configuration must be performed in the following order:
1. Certificates issue (see below).
2. Creating the list of users to provide with remote access (see p. 60 ), export Continent-RA profiles and

Continent-RA user profiles.
3. Access Server enabling and configuration (see p. 61).
4. Set remote access rules (see p. 66).

Certificates
The following three certificates are used when authenticating a user on the Access Server: an Access Server
certificate, a root certificate, a user certificate. If authentication by password is used, a user certificate is not in
use.
Certificates are issued via the Configuration Manager. Certificates issued by a third party certificate authority can
be imported.

To issue a certificate:

1. In the Configuration Manager, go to Administration and expand Certificates.
The Certificates folder contains three certificate categories.

2. Select the required category:
• to issue a root certificate, select Root CAs;
• to issue an Access Server certificate, select Personal certificates.
The list of certificates appears in the display area. If you have not created certificates before, the list is empty.

3. Click Certificate on the toolbar.
The respective dialog box appears.
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4. Select Access Server in the Certificate type drop-down list, specify the required parameters and click
Create certificate.

Attention!
While creating an Access Server certificate, enter the Access Server IP address or its DNS name in the Common Name field. DNS name must
be entered in English without spaces, it can contain digits, symbols "." and "-". The name cannot start and end with "." and "-". The maximum
number of symbols is 256.

The created certificate appears in the list.

User list
The list of users that you need to provide remote access to a Security Management Server object and can be
created in the Configuration Manager. User groups imported from Active Directory can be added to the list.

Note.
For more information about Security Management Server objects and importing accounts from Active Directory, see [2].

To view a list:

1. In the Configuration Manager, go to VPN.
The Objects display area appears.

2. Select .

The list contains users and user groups created in the Security Management Server, as well as user groups
imported from the Active Directory. If no users have been created, the list is empty.

Attention!
If user authentication on an Access Server is intended to be by certificate, issue a personal certificate. You can issue a personal certificate either while
adding a new user or later.

To add a new user to the list:

1. Right-click the display area and select Create.
The User dialog box appears.
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2. In the General information, configure the account parameters according to [2].
3. If it is necessary, create a personal certificate by clicking Authentication and enter the required data —

Password and Certificate (see [2]).

If the user authentication by certificate is planned, click and select the required certificate.
If there is no respective certificate, click Create certificate and perform the required steps.

4. If it is necessary, create a group and add required users to it.
5. After configuring all the parameters, click OK.

The User dialog box closes and the new user is added to the list.
To connect a new user to the network, export the Continent-RA user profile and the Continent-RA profile. The
Continent-RA user profile contains data for connecting to the Continent-RA, server certificate and user certificate.
The Continent-RA profile contains the data for connecting to the Continent-RA and the server certificate. For
detailed information about exporting Continent-RA and user profiles, see p. 67.

Configure the Access Server
You can configure the Access Server in the Configuration Manager.

To configure the Access Server:

1. Go to Structure, select the Security Gateway on which you want to enable and configure Access Server and
click Properties on the toolbar.
The respective dialog box appears.

2. In the Components group box, select Access Server.
The respective section appears on the left.

Note.
When you select Access Server, User Identification is selected automatically. On the left, the User Identification section appears. You do not
need to configure User Identification.

3. On the left, select Certificates.
Server and root certificates appear on the right.

4. In the Server Certificates section, click Add certificate and in the drop-down list, select the respective
Access server certificate.
The Access server certificate will be added to the Server certificate list.

5. On the left, select Access Server.
The respective parameters appear on the right.
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6. In the Listen on port field, specify the port to connect to the Access Server. Port 443 is specified by default.
7. In the Maximum inactive session timeout field, specify the time to wait for an inactive session in seconds.

60 seconds is the default value.
8. If you need to allow traffic between users/user groups, select the respective check box. In this case, new

routes will be added to make it possible to transfer traffic between all users of the Access Server.
9. If you need to optimize the performance of the Access Server, select the respective check box.

Note.
In this mode, the IP address pool specified below will be divided into several smaller subnets,

The optimization mode is only supported for IP address pools with a subnet mask from 19 to 27.

Attention!
For correct operation of the Allow traffic between users option if the optimization mode is enabled, create a remote access rule, allowing user
access to a subnet of the user IP address pool specified in the Access Server properties (see p. 66).

10.Enter the IP addresses of DNS servers of the protected network in the respective fields.

Attention!
At least one DNS server must be specified.

11.Specify an address pool for workstations with Continent-RA by clicking the Create a new IP address pool
button.
• If the optimization mode was not enabled, a new dialog box will look like this:

© SECURITY CODE LLC

62Continent Enterprise Firewall. Version 4.
Administrator guide. VPN



Go to 12.
• Otherwise, the dialog box will look like this:

Go to 16.
12.To specify an IP address pool, enter the IP address and subnet mask.
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The fields below will be filled in automatically.
13.To distribute IP addresses among users, in the Users section, click the Add button.

The list of the users appears.
14.Select users/user groups for whom you want to assign the IP address pool and click OK.

The selected users are displayed in the Users section of the Access Server IP Address Pool dialog box with
either the dynamic or the static method of IP address assignment. By default, a user/user group is assigned a
dynamic address from the pool. In this case, you can see the Automatic value in the Address column.
If you want to assign a static IP address to a user, click the respective Address cell and enter an IP address
from the pool.

Attention!
The IP address must be unique for each user within one Access Server.

15.Click OK in the Access Server IP Address Pool dialog box.
You will be returned to Access Server. If necessary, add other IP address pools.

If necessary add more addresses pool. Go to 20.
16.Specify an IP address pool.

The pool will be divided automatically into subnets. A list of tunnels will be created as well.
17.To distribute IP addresses among users and user groups, in the Users section, click the Add button.

A dialog box with a list of registered users appears.
18.Select users/user groups for whom you want to assign the IP address pool and click OK.

The selected users are displayed in the Users section of the Access Server IP Address Pool dialog box.
19.Click OK.

You will be returned to Access Server. If necessary, add other IP address pools.
20.After you have added all the IP address pools, select one of them as a pool to connect users imported from

Active Directory. For this purpose, specify it in the Pool to connect users from LDAP field.
21.After the Access Server configuration, click Apply or OK.
22.Install a policy on the Security Gateway with the configured Access Server.

Configure an Access Server security cluster
To configure an Access Server cluster using the Configuration Manager:

1. Go to Structure.
The list of Security Gateways appears in the display area.

2. Select the first Security Gateway that is included in the security cluster and select Properties on the toolbar.
3. On the left, select Certificates.
4. Click Add certificate and in the drop-down list, select the respective Access Server certificate.

The Access Server certificate will be added to the Server certificate list.
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5. Perform the same actions for the second Security Gateway.

Attention!
To ensure correct operation of the Access Server, on the security cluster, create two certificates with the same names. Then, add the first
certificate to the first Security Gateway, and the second certificate to the second Security Gateway.

6. Select the required security cluster and click Properties on the toolbar.
The respective dialog box appears.

7. In the Components group box, select Access Server.
The respective section appears on the left.

Note.
When you select Access Server, User Identification is selected automatically. On the left, the User Identificationmenu item appears. You do
not need to configure User Identification.

8. On the left, select Access Server.
The respective parameters appear on the right.

9. Enter IP addresses for DNS servers and a domain of the protected network in the respective fields.

10.Specify an address pool for workstations with Continent-RA by clicking and specifying an address and a
mask.

11.On the left, select Cluster.
The cluster parameters appear on the right.
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12.Configure the cluster parameters according to the instruction (see [3]).
13.After you finish configuring Access Server, click OK or Apply.

Remote access rules
You need to install a rule that defines Continent-RA user access to the corporate protected resources on the
Access Server. There are the following conditions:
• List of users or groups with granted access.
• Authentication method (by certificate, by password, by certificate or password).
• List of resources (network objects) to which access is granted.
• Connection control mode.

There are three connection control modes:

Name Description

Deny unsecured
connections

For Continent-RA and Access Server, prohibits all connections except access to protected resources
specified in a remote access rule

Redirect through
tunnel Redirects all Continent-RA traffic to an Access Server

No control During a connection session of Continent-RA and Access Server, all other connections are
permitted

• Multiple connections control (allow/restrict establishing connection under one account from multiple
computers at the same time).

• Timeframe (rule validity period).
• List of Access Servers on which the rule is installed.
Each rule has its own sequence number, name and description.
An Access Server may have several rules installed.

Attention!
You need to install the Firewall rules on the Security Gateway These rules are required to allow remote users to work with protected resources.

To view the list of rules:

• In the Configuration Manager, go to VPN, and select Remote access.
The list of rules appears in the display area.
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If there are no rules, the list is empty.

Note.
Use the list of rules according to the description for the Firewall rules (see [2]).

To create a rule:

1. In Remote access, click the required rule button in the Create group of the toolbar.
The created rule appears in the list.

2. Select a required parameter and specify its value. For Name and Description, specify values by entering
them in the respective text boxes, for others — by selecting them in the drop-down lists.

Attention!
The users must not be in more than one remote access rule at the same time. This restriction also applies to users belonging to groups and the
users imported from Active Directory.

3. After you finish configuring rule parameters, save the changes.

Export Continent-RA profiles
To connect a new user, export RA profiles and RA user profiles.
An RA profile contains data required to connect to the Access Server and a server certificate. The RA user profile
contains data required to connect to the Access Server, a server and personal certificates.

To export the Continent-RA profile:

1. In the Configuration Manager, go to Access Control or VPN.
2. In the Security Management Server object list, select Users.
3. Right-click a required user and select Export | Configuration profile for Continent RA.

The Export profile for Continent-RA dialog box appears.
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Note.
If the only Access Server is registered in the Configuration Manager, it is selected automatically. To add an Access Server, click .

4. If necessary, select the additional options:
• Make the connection to the default server;
• Allow connection to user logon.

5. Click Next.
6. Specify File name.

7. To select a file saving path, click and specify the path in the Windows explorer.
8. Enter and confirm the password.

The You have successfully exported the profilemessage appears.
9. Click Done.

The Continent-RA profile is ready to be imported to Continent-RA.

To export the Continent RA user profile:

1. In the Configuration Manager, go to Access Server or VPN.
2. In the Security Management Server object list, select Users.
3. Right-click a required user and select Export | User profile for Continent RA.

The Select the user certificate dialog box appears.
4. In the drop-down list, select a certificate and click Next.
5. Add Access Servers and select the additional options if necessary:

• Make the connection to the default server;
• Allow connection to user logon.

6. Click Next.
7. Specify File name.

8. To select a path to save a file, click and specify the path in the Windows explorer.
9. Enter and confirm the password.

The You have successfully exported the profilemessage appears.
10.Click Done.

The Continent-RA user profile is ready to be imported to Continent-RA.
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